
PERATON PROPRIETARY INFORMATION

The information in this document is proprietary to Peraton. It may not be used, reproduced, disclosed, or exported without the written approval of Peraton.

System Functionality Overview
Contract Number: FA807516D0008
Order Number: FA807519F1659 

Joint Engineering Data Management Information and 
Control System (JEDMICS)

Mark Madalena

Program Manager



2

JEDMICS Mission

Provide Searchable, Complete and Accurate Data in a 

Secure Environment
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JEDMICS High Level Function

JEDMICS is a digital library for storing and publishing 
unclassified engineering data to support weapon system 
life cycle management and provides access to over 100M 
engineer drawings and associated data / documentation to 
over 16K active DoD users and government contractors. 
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JEDMICS

Environment



5

JEDMICS Operating Environment
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Module Description

JEDMICS Modules

 Import

– The input components enable the electronic submission or import of drawings and index data into JEDMICS. 

 Pending Storage

– Provides the capability to perform quality assurance on data prior to making the data available to the community of use.

 Permanent Storage

– Provides the capability to store and manage data used to perform maintenance and procurement activities 

 Collection Sets

– Provides the capability to provide collections of data in a structured and unstructured set

 Export 

– The export components provide the capability to electronically export drawings and index data out of JEDMICS. 

 Offline Request Server (ORS) 

– The ORS Component provides a capability to perform updates / edits, bulk imports/exports, and reporting

 Administration

– Provides the administration of users, devices, system configuration and offline request server access / job requests
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JEDMICS Modules

Module Interaction / Functions

Import

• Single File
• Bulk Import
• Directory
• Directory with File Name 

Parsing
• Repository Data Set (RDS)
• Top Down Breakdown
• Dynamic Collection Set (DCS)

Pending Storage (Quality Assurance)

• Drawing Query
• Reserve Batch (for QA)
• Field Templates (User Defined Data)
• Data Edit

• Bulk Data Edit
• Image QA
• Automated Data Rules Check

Permanent Storage (Approved Assembles, 
Detail & Control  Drawings etc.)

• Drawing (2D/3D) / Document Storage 
• Parts (with Vendor Data) Storage
• System Identifier (WSC / UIC etc.) 
• Field Templates (User Defined Data)
• Relationships
• Data Edit (Bulk)

Collection Sets / Packages

• Repository Data Set (Legacy)
• Dynamic Collection Set (DCS)

• Structured 
• Unstructured

Offline Requests Server 
(ORS)

• Reporting
• Process
• Import / Export
• Updates

Export

• Hardcopy
• Bulk (Electronic)
• Data Viewer
• PDF Conversion
• Sheet Combine

Administration

• Device
• User
• System Configuration
• Tools

• Data Migration
• Template Creation and Mgmt.
• Drawing / Set Access Tests

• Purge Audit
• System Notifications
• ORS Mgmt.

Supported ORS Functions
• Import Function
• Bulk Delete

Supported ORS Functions
• Image Export
• PDF Conversion
• Data Marking
• Relationship Creation 
• Populate CM Data
• Data Edit
• Vendor CAGE Mgmt.

Supported ORS Functions
• Set Creation
• Set Updates
• Structure Creation
• Archiving

Supported ORS Functions
• Export Drawings / Sets
• Pull Lists
• Reports

Supported ORS Functions
• Reporting
• Archiving

Import (Manual / 
System to 
System)

Migration (Data 
Validation and 
Duplicate Check)

Data 
Population

Data  
Conversion / 

Export

Data  
Conversion / 

Export

Key

WebJPC

WebJAT

Data Flow

ORS Action
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JEDMICS Mission

Key Features
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Features Description

JEDMICS Key Features

 Bulk Import / Export 

– Mass Data Loading and Export of Data

– Data Validation on Import

– PDF Convert and Combine on Export

 Drawing / Document Storage

– 2D/CAD Management / Storage (795 Supported File Types)

– Discretionary Access Control (Restrict access to sensitive data based upon the specific drawing(s) being accessed)

– Auditing (Audit Trail of Security Relevant Operations)

– 2D PDF Conversion & Data Marking  (Automated and Manual Protective Markings)

– Field Templates (Site Defined FYI Fields)

– Bulk Data Edit / Management Tools (Supporting Quality Assurance)

– Data Validation (Site Specific) 

 Part Revisions

– Field Templates (Site Defined FYI Fields)

– Vendor Detail



10

JEDMICS Baseline Release 3.0.22

JEDMICS Key Features

 Relationships

– Ad-hoc relationships between the Parts / Weapons System Codes (System Identifiers) / Drawings  / Collection and Data Sets  / 
Accompanying Documents 

– Multiple Relationship Types Supported (i.e. Parent of, Equivalent,  Substitute etc.)

– Assess impact of changes to a system

 Collection Sets

– Collection Sets consist of a list of Drawing Revisions and/or Sheets that can be managed as a unit.

– Types:

 Repository Data Sets (RDS) - Static list of Drawing Revisions and/or Sheets

 Dynamic Collection Sets (DCS) - Dynamic list of Drawing Revisions and/or Sheets. (Can contain parts / WSCs)

‐ There are two types of DCS 

‐ Structured DCS - Associated with a Work Breakdown Structure (WBS), which is a hierarchical parent/child structure

‐ Unstructured DCS - presented to the user as a flat list

 Field Templates (Site Defined FYI Fields for Collection Elements)
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JEDMICS Baseline Release 3.0.22

JEDMICS Key Features

 Offline Request Server (ORS)

– Allows JEDMICS users (with appropriate permissions) to execute operations in background

– Actions include 

 Reports

 Update / Edits

 Import  / Export
Example ORS Action - Generated 

Part List 
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JEDMICS Features

Document Management
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JEDMICS Features

Document / Drawing Search

Multiple Search 

Mechanisms (including 

Number (Identifier) / CAGE 

/ Title / Weapons System 

Code)

Multiple Filters (Document 

Type / Revision /Sheet 

Number)

Text Search (Meta Data 

and Text Contained in 

Drawing / Document)

Field Template (FYI Field 

Values)
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JEDMICS Features

Document / Drawing Query

Drawing Detail (Top Frame) and 

Image Detail (Lower Frame)

Display / View  multiple drawing / 

revisions

Create Working List (Shopping Cart 

for Drawings to Export)

Bulk Edit / Edit (If permitted based 

on User Role)

Pull List (Export File) and Report

Add to Notification List (Watch list to 

be notified of updates to drawings)
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JEDMICS Features

Document / Drawing Display

Drawing Field Template (User 

Defined FYI Values) View

Related Data View
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JEDMICS Features

All Objects Query

Provides Access to Object 

Data (Example Part 

Revision Detail including 

Vendor Detail)

Query by Identifier / 

Text  (Meta Data and 

Image) and  Field 

Template Data

Allows for Query of all 

Objects in the System Filter Returns by 

Object Type

View Object 

Relationships
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JEDMICS Features

Relationships
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JEDMICS Features

Data Relationship

Assemble 
Parts List

DWG1

Platform ID 
(Design Number)

WSC-F-18

Detail 
DWGs

DWG1A
DWG1B 
DWG1C 
DWG1D 
DWG1E
DWG1F

Data List
DWG1

Change 
Notice
DWG1

ECP
DWG1

Requires

Drawing / Models

Parts
PART1A-1
PART1B-1
PART1C-1
PART1D-1 
PART1E-1
PART1F-1

Vendor 
Detail

Parts
PART2A-1

Vendor 
Detail

Parent
of

Substitute

Platform ID 
(Series Number)

WSC-F-18A

System ID
(Configuration Item)
WSC-AS-111/ARA-63

Parts
PART1AB-1
PART2BC-1
PART3CD-1
PART1DE-1 
PART2EF-1
PART2FG-1

Vendor 
Detail

Parts
PART2BC-1

Vendor 
Detail

Structure Identifiers

JEDMICS Data Relationships

JEDMICS provides the capability to relate any object to 

another object in the database.

The relationships created can provide a complete picture 

of the configuration of a system.

The relationships can be created manually / using file input 

(Excel / Text) and through JEDMICS APIs

Related 
to

JEDMICS Supported Relationships
• Related To
• Supersedes / Superseded By
• Modifies / Modified By
• Equivalent To
• Replaces / Replaced By
• Parent Of / Child Of
• Requires / Required By
• Substitute / Substitute Of 
• Alternate / Alternate Of 

Part(s)

Platform ID 
(Series Number)

WSCF-18B

Parent of

System ID
(System)

WSC-AN/ARA-63

System ID
(Configuration Item)
WSC-R-111/ARA-63

System ID
(Configuration Item)
WSC-ID-111/ARA-63

Parent of

End Item 
Assembly 

DWG/Model
DWG1

Parent of

Related 
to

Assemble 
Parts List

DWG2

Detail 
DWGs

DWG1AB
DWG2BC 
DWG3CD
DWG1DE 
DWG2FG
DGW2GH

Data List
DWG2

Change 
Notice
DWG2

ECP
DWG2

Requires

End Item 
Assembly 

DWG/Model
DWG2

Parent of

Parent 
of Related 

to

Substitute

Drawing / Models

Related 
to

Part(s)
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JEDMICS Features

Data Management / Configuration

Traverse Relationship

The JEDMICS Display of Relationships

System Identifier (WSC) 

System Identifier (WSC)

System Identifier (WSC)

Part(s)

DWG

PART 
Substitute

Related DWG

DWG

System Identifier (WSC)

DWG (Parts List)

Part(s)
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JEDMICS Features

Impact Reporting

See impact of a change across configurations  / platforms

Platform

Series 
Number

System

Config. 
Item

Config. 
Item

Parts
A-1
B-1
C-1
D-2
E-3
F-1

Parts
A-2
B-1
D-4
F-3
E-5
G-6

Config. 
Item

Series 
Number

System

Config. 
Item

Config. 
Item

Parts
A-1
B-1
C-3
D-5
E-3
F-1

Parts
A-2
B-1
D-4
F-3
H-3
G-7

Config. 
Item

Platform

Series 
Number

System

Config. 
Item

Parts
A-9
B-1
C-5
D-6
E-5
F-3

Config. 
Item

Parts
C-2
B-8
D-6
N-5
E-9
H-1

Platform

Series 
Number

System

Config. 
Item

Series 
Number

System

Config. 
Item

Config. 
Item

Config. 
Item

Parts
C-2
B-8
D-6
N-5
E-9
H-1

Parts
A-1
B-2
C-3
D-5
E-3
F-1

Parts
A-2
B-2
D-4
F-3
H-3
G-7

Parts
C-2
B-8
D-6
N-5
E-9
H-1

Parts
C-2
B-8
D-6
N-5
E-9
H-1

Parts
C-2
B-8
D-6
N-5
E-9
H-1

Impacted Object
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JEDMICS Features

Collection Sets



22

JEDMICS Features

Dynamic Collection Set (DCS) - Structured

Top Down Breakdown (TDB) 

/ Work Breakdown 

Structures  (WBS)

Specified Drawing Revisions 

(SDR) – Dynamically Stored
Note: SDR does not have to exist 

in JEDMICS 

JEDMICS Drawing Revisions 

(JDR)  and Images

Field Template (FYI Data)

Users can view / export 

single image or complete 

set
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JEDMICS Features

Dynamic Collection Set (DCS) – Unstructured

List of SDRs

JEDMICS Drawing Revisions 

(JDR)  and Images
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JEDMICS Features

Discretionary Access Control
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Access Control

JEDMICS Key Features

 JEDMICS objects that are subject to Discretionary Access restrictions are Drawing Revisions (and their associated 
Sheets), Part Revisions, RDS collections, and structured DCS collections. 

– An Access Class is composed of a single Base Rule, plus zero or more optional rules that fall into the following categories:

 Source Site (only applies to Drawing Revisions/Sheets): Allows access to be conditioned on the Source Site value assigned to drawing

 File Type (only applies to Drawing Revisions/Sheets): Allows access to be conditioned (either granted or denied) based on the file type value 
assigned to a drawing

 Image Rules (only applies to Drawing Revisions/Sheets): Allows access to be conditioned on the certain aspects of the index data assigned to a 
drawing

‐ DWG_REV: Grants or denies image access based on a list of Drawings defined by drawing number, CAGE, doc type, and drawing revision (wild cards are not 
supported for any of these values). Multiple DWG_REV rules can be defined, though only one can be defined for a specific Drawing.

‐ WSC/CAGE: Grants or denies image access based on a list of CAGE/WSC pairs, with capability to further restrict access for each pair specified by the security profile 
values of any matching Drawing Revisions. Multiple WSC/CAGE rules can be defined, though only one can be defined for a specific WSC/CAGE pair.

‐ CAGE: Grants or denies image access based on a list of CAGE values, with capability to further restrict access for each value specified by the security profile values of 
any matching Drawing Revisions.

‐ WSC: Grants or denies image access based on a list of WSC values, with capability to further restrict access for each value specified by the security profile values of 
any matching Drawing Revisions. 

 Base Rule (applies to all objects): Sets the default access permissions for a user if no other rule(s) in the Access Class apply to the object that has 
been queried
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JEDMICS Features

Mobile (Lite) Interface
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JEDMICS Features

• The Mobile UI is a simplified read only interface for 

JEDMICS.

• Can be used on Desktop or Tablet

• Provides Access to Drawings using Drawing Number / 

Text or Part Number

• Provides Filter(s) that can be applied to result set.

• Drawing Details provide a subset of meta data and view of 

Field Template Information.

• A preview of image is provided in the application

• Single Image and Complete Drawing can be downloaded

• If available Relationships and  Accompanying Documents 

can be displayed

Mobile UI Drawing Query
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JEDMICS Features

Supports read only display of 

structured and unstructured 

DCS

Mobile UI Dynamic Collection Set (DSC)

Part details allows for the user to 

view details about the part, any 

related data and vendor information.

Select link to display object details. 

In this example, a part is displayed



29

JEDMICS Features

All Object query returns Drawing Revisions, Part Revisions 

DCSs and Weapon System Codes (WCS).

The user can filter on type of object to be returned.  

The data is presented in a “card view”

Mobile UI All Object Query)

The user may change the 

view to be a grid / list view
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JEDMICS Features

Numbers 
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Actual JEDMICS Site Transactions

JEDMICS Numbers

 Highest recorded number of concurrent users logged in at once (90 day period)

– 595 on March 17, 2021 (between 9:00AM and 10:00AM)

 Note: The average number of concurrent users on workdays: 201 for period

 Highest record daily transactions into the system (90 day period)

– number of files transmitted into system 2,520 files 

– physical size: 373.8 GB

 Highest record  daily volume of data transmitted out of system (90 day period)

– number of files: 26,856 files

– physical size: 3.98 TB

 Daily volume of data transmitted during peak hours (90 day period)

– In, by number of files: 1,050 files

– In, by physical size: 155.8 GB

– Out, by number of files: 11,190 files

– Out, by physical size: 1.7 TB
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JEDMICS Features

Functionality Description 



33

Detailed and Unique Functionality 

JEDMICS Detailed Functionality

JEDMICS Functions Description

Document / Drawing / Model 
Vaulting

JEDMICS can store any file type, with the exception of executable files, and includes 2D and CAD file storage. Complete 
documents / manuals can be stored in the system.

Automated Data Relationship 
(Using System to System or Load 

Files)

JEDMICS allows for the creation of adhoc relationships to objects stored in the system. Those objects include Drawings, Parts, 
Weapon System Codes and Collection Sets.

Relationship Types:
• Related To
• Supersedes / Superseded By
• Modifies / Modified By
• Equivalent To
• Replaces / Replaced By
• Parent Of / Child Of
• Requires / Required By
• Substitute / Substitute Of 
• Alternate / Alternate Of 

Bulk Import / Export of Data JEDMICS provides standard import and export formats for meta data and images that are used as part of data delivery in DoD.

Text Content Search JEDMICS provides the capability to search for text within documents stored in the system as part of the  advance search 
function. The advance search function also returns documents that matches on the query based on metadata values. 

Bulk Image Conversion to PDF 
(2D Images only)

PDF conversion process is an automated process to create a PDF version (neutral) of source images (single image or composite 
PDF) for existing permanent image repository (legacy), as well as process files newly introduced into permanent (runtime). 
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Detailed and Unique Functionality 

JEDMICS Detailed Functionality

JEDMICS Functions Description

Data Marking (protective 
markings that state any 

restrictions on the usage, 
handling, and distribution of the 

documents)

Data Marking application (an optional module to the Baseline Release) provides a solution that adds appropriate informational
markings to documents (both sensitive and non-sensitive) extracted from JEDMICS, based on the index data maintained in 
JEDMICS for each document. Data Marking module supports the automatic rotation of image based on size, marking top and 
bottom of drawing, and automated remarking based on metadata changes.

Bulk Editing Capability
Allows a JEDMICS user to perform  Bulk Edit operations on drawing meta data in both Pending and Permanent Storage. (User 
must be assigned this capability)

User Established Data Elements 
(Field Templates)

Field Templates are site-defined meta data fields that can be associated with an object. hose objects include Drawings, Parts, 
Weapon System Codes and Collection Sets.

Structured Data List (Hierarchal 
Structure) (DCS)

Provides the capability to create a dynamic list of Drawing Revisions and/or Sheets. DCS's contents are listed independently of 
the Permanent repository's contents, so a DCS content row (SDR) does not need to exist within the Permanent repository. 

Automated Email Notifications
JEDMICS Supports email notification for account management (notification that password expiring or the user has not logged on
to the system in a set number of days) and also the capability for users to get notification on changes / updates to drawings that 
the user can track from a configurable / set list.

List Reports Detailed reporting including Part, Data and Assemble Lists

History Reporting As part of Offline Request Server (ORS), users can create history reports for Permanent Drawings, DCS, Parts, WSCs 

Auditing and Reporting (C2 
Tracking)

JEDMICS tracks all login information (including failures) and tracks all changes, deletions, modifications and extractions (including 
views) to images. 
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Detailed and Unique Functionality 

JEDMICS Detailed Functionality

JEDMICS Functions Description

Exceptions Reporting
JEDMICS as part of ORS actions provide the capability to report missing elements (sheets / frames) of a drawing revision in 
permanent and pending storage.

APIs (System / Interface 
Integration)

JEDMICS also provides an open architecture interface using Java programming language standards called the JEDMICS Open 
Application Interface (OAI).  Using the OAI or other standard mechanisms for data exchange, each Service can create their own
customized means of accessing the data maintained within JEDMICS so as too best integrate that data into their business 
processes.  Additionally, JEDMICS has a RESTful API to interact with the JEDMICS system.

CAC Enabled
Based on the PKI certificate the user selected when establishing the SSL connection between their browser and the JEDMICS 
Apache HTTP server, a user is authenticated to an associated JEDMICS user account. The association is made by recording the 
Distinguished Name value from the PKI certificate within the associated JEDMICS user account profile(s). 

Discretionary Access Controls

Some objects in JEDMICS contain sensitive data in the form of proprietary rights, no foreign access, nuclear, submarine-safe 
and/or limited distribution data. The Discretionary Access mechanism allows the System Administrator to define restrictions on 
the access to sensitive data based upon the specific drawing(s) being accessed. For example, a System Administrator could allow 
a manufacturer's contractors the capability to access proprietary data in all drawings identified by their CAGE, but access only 
unlimited rights data for all other drawings. 

Role Based Access
The capability of a user to access various functional areas is defined by the User Class to which they are assigned. A User Class 
consists of a list of functional areas and associated operations granted to any user assigned to that User Class.

Data Replication (COOP)
JEDMICS has automated processes for data replication on a secondary system that can be stood up if a issue causes the primary
system go down for a extended period of time.

PDF Combine
On export of images, JEDMICS has the capability to convert images to neutral format (PDF), if needed, as well as combine 
multiple sheet documents into a single document.

Document / Zip File Table of 
Contents (TOC)

JEDMICS has the capability to read the contents of a multi page document and the contents of a ZIP file. This allows the user to 
go directly to a section / page of a multi sheet document and view. For a ZIP file, it allows for a user to extract specified files 
contained in the ZIP file for viewing.



Contact Mark Madalena for 
Demonstrations or Questions
Mark.Madalena@peraton.com
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